
CALIFORNIA STUDENT DATA PRIVACY AGREEMENT 

Version 2.0 (July 3, 2018) 

Education Technology Joint Powers Authority 

AND· 



This California Student Data Privacy Agreement ("DPA") is entered into by and between the 

Education Technology Joint Powers Authority 

(hereinafter referred to as "LEA") and 
(hereinafter referred to as "Provider") on 
the terms as stated herein. 

RECITALS 

. The Parties agree to 

WHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA") with certain 
digital educational services ("Services") pursuant to a contract dated 
("Service Agreement"); and 

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider 
may receive or create and the LEA may provide documents or data that are covered by several 
federal statutes, among them, the Family Educational Rights and Privacy Act ("FERP A") at 20 
U.S.C. 1232g (34 CFR Part 99), Children's Online Privacy Protection Act ("COPPA"), 15 
U.S.C. 6501-6506; Protection of Pupil Rights Amendment ("PPRA") 20 U.S.C. 1232h; and 

WHEREAS, the documents and data transferred from LEAs and created by the Provider's Services are 
also subject to California state student privacy laws, including AB 1584, found at California 
Education Code Section 49073. I and the Student Online Personal Information Protection Act 
("SOPIPA") found at California Business and Professions Code section 22584; and 

WHEREAS, for the purposes of this DPA, Provider is a school official with legitimate educational 
interests in accessing educational records pursuant to the Service Agreement; and 

WHEREAS, the Parties wish to enter into this DP A to ensure that the Service Agreement conforms 
to the requirements of the privacy laws referred to above and to establish implementing procedures 
and duties; and 

WHEREAS, the Provider may, by signing the "General Offer of Privacy Terms" (Exhibit "E"), agree to 
allow other LEAs in California the opportunity to accept and enjoy the benefits of this DPA for 
the Services described herein, without the need to negotiate terms in a separate DPA. 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to

ARTICLE I: PURPOSE AND SCOPE 

protect student data transmitted to Provider from the LEA pursuant to the Service Agreement, 
including compliance with all applicable statutes, including the FERPA, PPRA, COPPA, 
SOPIPA, AB 1584, and other applicable California State laws, all as may be amended from time 
to time. In performing these services, the Provider shall be considered a School Official with a 
legitimate educational interest, and performing services otherwise provided by the LEA. With 
respect to the use and maintenance of Student Data, Provider shall be under the direct control 
and supervision of the LEA. 
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e. Provider further acknowledges and agrees to have a written incident response plan
that reflects best practices and is consistent with industry standards and federal and
state law for responding to a data breach, breach of security, privacy incident or
unauthorized acquisition or use of Student Data or any portion thereof, including
personally identifiable information and agrees to provide LEA, upon request, with a
copy of said written incident response plan.

f. Provider is prohibited from directly contacting parent, legal guardian or eligible
pupil unless expressly requested by LEA. If LEA requests Provider's assistance
providing notice of unauthorized access, and such assistance is not unduly
burdensome to Provider, Provider shall notify the affected parent, legal guardian or
eligible pupil of the unauthorized access, which shall include the information listed
in subsections (b) and ( c ), above. If requested by LEA, Provider shall reimburse
LEA for costs incurred to notify parents/families of a breach not originating from
LEA's use of the Service.

g. In the event of a breach originating from LEA's use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 

Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer, attached 
hereto as Exhibit "E"), be bound by the terms of this DPA to any other LEA who signs the acceptance 
on in said Exhibit. The Form is limited by the terms and conditions described therein. 

ARTICLE VII: MISCELLANEOUS 

1. Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so 
long as the Provider maintains any Student Data .Notwithstanding the foregoing, Provider agrees 
to be bound by the terms and obligations of this DPA for no less than five (5) years.

2. Termination. In the event that either party seeks to terminate this DPA, they may do so by 
mutual written consent so long as the Service Agreement has lapsed or has been terminated. LEA 
shall have the right to terminate the DPA and Service Agreement in the event of a material 
breach of the terms of this DPA.

3. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall 
destroy all ofLEA's data pursuant to Article V, section l(b), and Article II, section 3, above.

4. Priority of Agreements. This DPA shall govern the treatment of student data in order to comply 
with privacy protections, including those found in FERP A and all applicable privacy statutes 
identified in this DPA. In the event there is conflict between the DPA and the Service 
Agreement, the DPA shall apply and take precedence. Except as described in this paragraph 
herein, all other provisions of the Service Agreement shall remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereunder must be 
in writing and given by personal delivery, or e-mail transmission (if contact information is
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provided for the specific mode of delivery), or first class mail, postage prepaid, sent to the 
designated representatives before: 

a. Designated Representatives

The designated representative for the LEA for this Agreement is: 

Name: Michelle Bennett Title: 
Specialist- Procurement

Contact Information: 

5050 Barranca Parkway 

Irvine, CA 92602 

MichelleBennett@iusd.org 

The designated representative for the Provider for this Agreement is: 

Name: 
-----------

Title: 
-----------

Contact Information: 

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E,
General Offer of Terms, Subscribing LEA shall provide notice of such acceptance in writing
and given by personal delivery, or e-mail transmission (if contact information is provided for
the specific mode of delivery), or first class mail, postage prepaid, to the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is: 

Name: 
-----------

Title: 
-----------

Contact Information: 

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived ( either generally or in any particular instance and
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EXffiBIT "B" 

SCHEDULE OF DATA 

Category of 
Check if used 

Data 
Elements by your 

system 

Conduct or 
Conduct behavioral 

data 

IP Addresses 
of users, Use Date of Birth 

Application 
of cookies etc. 

Other 
Technology 

application 
Meta Data 

technology 

Place of Birth 
Gender 

Ethnicity or 
race 

meta data- Language 

Please soecifv: information 
(native, 

Meta data on Demographics preferred or 

Application 
user 

interaction 
Use Statistics 

with 

primary 
language 
spoken by 

application student) 
Other 

Standardized demographic 

test scores information-

Observation Please specify: 

Assessment 
data 

Other 

Student school 
enrollment 

assessment Student grade 

data-Please level 

specifv: Homeroom 
Guidance 

Student school counselor 

(daily) 
attendance 

Enrollment 
Specific 

curriculum 

Attendance data programs 

Student class Year of 

attendance graduation 

data Other 
enrollment 

Online information-

communications Please soecifv: 

Communications that are 
captured 

(emails, blog 

Parent/Guardian Address 
Contact Email 

entries) Information Phone 
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EXHIBIT "E" 

GENERAL OFFER OF PRIVACY TERMS  

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Education Technology Joint 
Powers Authority  

which is dated  to any other LEA ("Subscribing LEA") who accepts 
this General Offer though its signature below. This General Offer shall extend only to privacy 
protections and Provider's signature shall not necessarily bind Provider to other terms, such as 
price, term, or schedule of services, or to any other provision not addressed in this DPA. The 
Provider and the other LEA may also agree to change the data provided by LEA to the Provider in 
Exhibit "B" to suit the unique needs of the LEA. The Provider may withdraw the General Offer 
in the event of: (I) a material change in the applicable privacy statues; (2) a material change in 
the services and products subject listed in the Originating Service Agreement; or five (5) years 
after the date of Provider's signature to this Form. Provider shall notify CETPA in the event of 
any withdrawal so that this information may be transmitted to the Alliance's users. 

BY: Date: 
--------------

Printed Name: Title/Position: 
----------

----------

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, 
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be 
bound by the same terms ofthis DPA. 

BY: Date: 
--------------

Printed Name: Title/Position: 
----------- ----------

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER TIDS 

SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

Name: 
-------------

Title: 
-------------

Email Address: 
----------------------
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